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Abstract- In this project, we aim to build an online voting system that complies with law, specifically voting principles in,
facilitating the registered users to vote from anywhere, at any time within the time period using blockchain, cryptography and
web technologies to provide a more transparent, secured and inexpensive alternative to the current voting system. We
implement a model to allow voters with proper credentials to vote for their respective candidate using their mobiles or laptops
and assess user responses. We intend to make the voting to be done remotely and the database public, and allow anyone to
store a redundant copy of the database. In this way, everyone can be assured that their copy of the database is intact, simply by
comparing it with everyone else’s. We base our work by, taking signed votes using private keys from the registered and
authorized users (using otp) and then storing them in blocks. After voting, the blocks are mined and the system analyses them
for authenticity and generates a report stating the result of voting.
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L INTRODUCTION

In a democratic country like India, a single authority is responsible for maintaining huge Voting Database, and that
organization has complete control over it, including the ability to apply changes to the data. The organization which
maintains the database has no reason to falsify the database’s contents, however, the data being stored is too
sensitive and the motive to manipulate it is too enticing to allow any single organization to have total control over it.
Even if it could be guaranteed that the responsible organization would never enact a fraudulent change to the
database (an assumption which, for many people, is already too much to ask), there is still the possibility that
someone from outside could break in and manipulate the database to their own ends (EVM hack). Also,not all
people are able to come and vote at the voting booths, as they might be living far from their respective election
center, are busy on that day, etc.

This project aimsto decentralize the voting data, increase the transparency of the voting data and ensure that no
entity can manipulate the database by making the database public, and allow anyone to store a redundant copy of the
database. In this way, everyone can be assured that their copy of the database is intact, simply by comparing it with
everyone else’s. The registered users are allowed to do remote login, anywhere and anytime within the time frame
from their mobiles and laptops using their credentials and one-time password and then vote for their chosen
candidate. Their votes are sealed using their private key in ballots. After the voting is done, the ballots are mined
into blocks and all the blocks are chainedto ensure the accuracyand integrity of every votei.e. with the help of
Blockchain, wallets of the authenticated users will be created, and in the transaction, coins will be interpreted as
their vote. The user can send their respective coin/vote from their wallet to their respective candidate wallet and
these transactions will be zipped into the blocks of the distributed immutable ledger Blockchain.For getting the
result of voting, all blocks and thetransactions are checked for integrity,authenticity and a report is generated, stating
the result of voting.This providesa more transparent, secured and inexpensivealternative to the current voting
system.
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II. LITERATURESURVEY

This Literature Survey has been done to gain insights on the following divisions of our project: First, to check
whether or not the use of blockchain technology will be useful and feasible in our application. Second, to study
different existing similar applications and the drawbacks in them.

[1] This survey paper is about: if Blockchain technology is to be used or not in different cases? A study released by
Juniper Research, shows more than half the world’s largest companies are now researching blockchain. For decades
companies like Oracle Corp. have expanded the functionality and hardened the security of relational databases.
However, they suffer from one major constraint: They put the task of storing and updating entries in the hands of
one or a few entities, whom you have to trust won’t mess with the data or get hacked. But,Blockchain removes the
need for a trusted authority. A group of anonymous strangers (and their computers) can work together to store,
curateand secure a perpetually growing set of data without anyone having to trust anyone else.

Result-Blockchain technology will be very useful and feasible in our type of applications.

[2] This paper discusses different implementations for blockchain voting systems that have been proposed and use
those to come to a conclusion about the best, most realistic implementation method.

Votebook- TheVotebookteam, consisting of NYU Masters students came in first place and offered one of the most
thorough and effective case studies on how a block chain voting system might look like. Votebook made few design
considerations when creating their system: 1. Individuals may check that their vote was counted (but cannot see their
neighbour's vote). 2. The system should not enable coerce voting. 3. The system should either produce or hide
interim results, as desired. 4. The system must be audible. 5. Only citizens can vote.

VoteWatcher-Most mature and tested blockchain voting implementation. After registering using current methods,
voters are given a paper ballot at the voting station. This paper ballot willcontain three QR codes. Once the ballot is
scanned, vote is sent to the proper candidate’s unique address. Once the election is complete all the votes are added
to the global blockchain.

[3]This paper presented two important case studies of the governments who have previously tried implementing the
online voting system and their drawbacks as well as how blockchain voting system is the best option available.
Estonian [-Voting System- The ID card used in the elections was designed to run on an integrated circuit with 2048-
bitPIN. The card is easily usable for authentication, encryption, and signatures the voter has to download the voting
application, authenticate using the electronic ID.Candidates will be displayed and a vote could be cast. The vote will
be encrypted using the election’s public key and signed with the voter private key. As soon as the vote is cast it will
be sent to a vote storage server controlled by the Estonian government

New South Wales State election- In 2015, about 280,000 eligible citizens placed their vote using iVote system in the
New South Wales State election. The voter has to register with authorities, receive a voter ID and choose a six-digit
PIN. The voter logins in the system using his ID and PIN, cast a vote, then receives a 12-digit receipt number as a
confirmation.

Drawbacks- Estonian model was dropped due to raising questions on the transparency and centralization of votes
that could lead to a DDOS attack.Agencies with enough computing power can provide a potential alteration.

III. SYSTEM DESIGN

System Architecture- Firstly, we create a multiple distributed ledger and e-voting transnational data and store all
transaction data into multiple data nodes. Each node will hold the specific block for each transaction. Same block
has been placed for all the nodes, and generates a valid block chain. Now the System will retrieve data from all data
nodes and commit the transaction, it should be any kind of transactional query. If any block is invalid during the
validation of data servers, then the system will automatically recover the whole blockchain using majority of
servers. We will address and eliminate the runtime server attacks and recover the blockchain. System will provide
each transactional validation, for all servers.
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In the admin module, we use the hash generation algorithm and the hash will be generated for the given data. Before
executing any transaction, we use peer to peer verification to validate the data. If any chain is invalid then it will
recover or update the current server blockchain. Mining algorithm is used for checking the hash generated for the
query till the valid hash is generated.

In the block Generation and blockchain validation phase, the data is processed in multiple servers so that the
transactions are processed in sequencing P2P distributed network. The Consensus algorithm is used by the network
which will store the data to the block that is added to blockchain and all nodes in the network admit the respective
block and extend the chain base on the block. In the results generation phase, firstly E-voting will be done
successfully and secondly if attacker attacks the system, then the system will automatically recover the blocks using
blockchain technology.
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Figure 1. System architecture
IV. IMPLEMENTATION

Firstly, the voter provides his/her personal details: name, email address, phone number and Adhaar
number.Afterwards a One-Time Password (OTP) and a public key-private key pair is generated with the help of
Elliptic Curve Digital Signature Algorithm (ECDSA) and is sent to the voter email address and his respected mobile
number. The voter enters the respective otp in order to vote into the system, the respective otp is validated by the
system. If the entered otp is correct, then the authentic user is allowed to cast his/her vote and his ID (UUID) is
generated to hide user’s identity.

The user cast his/her by providing the private-key and selecting the candidate. The user private key is verified, if the
private key is correct the vote is verified and store in the database using SHA-3.After the elections are over, all the
votes are mined into the block of the immutable ledger blockchain. The election results are shown along with the
block and vote description.
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4.1 Blockchain [4]

A blockchain, is a growing list of records, called blocks, that are linked using cryptography. Each block contains a
cryptographic hash of the previous block, a timestamp, and transaction dataas shown in Figure 3 (generally
represented as a Merkle tree).
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Figure 3. Blockchain

A blockchain is resistant to modification of the data. It is "an open, distributed ledger that can record transactions
between two parties efficiently and in a verifiable and permanent way". For use as a distributed ledger, a blockchain
is typically managed by a peer-to-peer network collectively adhering to a protocol for inter-node communication and
validating new blocks. Once recorded, the data in any given block cannot be altered retroactively without alteration
of all subsequent blocks, which requires consensus of the network majority. Blockchain may be considered secure
by design and exemplify a distributed computing system with high Byzantine fault tolerance. Decentralized
consensus has therefore been claimed with a blockchain.

4.2 One-Time Password(OTP) [5]

An OTP, also known as one-time pin or dynamic password, is a password that is valid for only one login session or
transaction, on a computer system or other digital deviceas shown in Figure 4. OTPs avoid a number of
shortcomings that are associated with traditional (static) password-based authentication. In contrast to static
passwords, they are not vulnerable to replay attacks. This means that a potential intruder who manages to record an
OTP that was already used to log into a service or to conduct a transaction will not be able to abuse it, since it will
no longer be valid. And also, a user who uses the same (or similar) password for multiple systems, is not made
vulnerable on all of them, if the password for one of these is gained by an attacker.
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Figure 4. One-Time Password

4.3Secure Hash Algorithm 3 (SHA-3) [6]

SHA-3 is a latest member of secure hash algorithm standards. A cryptographic hash function is a one-way function
that uses mathematical algorithm to map data of any size (message) to a fixed size bit string (hash). SHA-3 uses
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Keccak algorithm. It is based on un-keyed permutations as opposed to other usual hash functions’ constructions that
used keyed permutations. A new approach called sponge and squeeze construction is used in Keccak, which is a
random permutation model. The variant used in this project is SHA-3 with 256-bit of output (SHA3-256).

4.4 Universally Unique Identifier (UUID) [7]

A universally unique identifier (UUID) is a 128-bit number used to identify information in computer systems. The
term globally unique identifier (GUID) is also used, typically in software created by Microsoft. When generated
according to the standard methods, UUIDs are for practical purposes unique. Their uniqueness does not depend on a
central registration authority or coordination between the parties generating them, unlike most other numbering
schemes. While the probability that a UUID will be duplicated is not zero, it is close enough to zero to be negligible.
Thus, anyone can create a UUID and use it to identify something with near certainty that the identifier does not
duplicate one that has already been, or will be, created to identify something else. Information labelled with UUIDs
by independent parties can therefore be later combined into a single database or transmitted on the same channel,
with a negligible probability of duplication.

4.5 Elliptic Curve Digital Signature Algorithm (ECDSA) [8]

ECDSA is a cryptographic algorithm used to ensure that funds (here votes) can only be spent by their rightful
owners. A few concepts related to ECDSA:

private key: A secret number, known only to the person that generated it. A private key is essentially a randomly
generated number. A private key is a single unsigned 256-bit integer (32 bytes).

public key: A number that corresponds to a private key, but does not need to be kept secret. A public key can be
calculated from a private key, but not vice versa. A public key can be used to determine if a signature is genuine (in
other words, produced with the proper key) without requiring the private key to be divulged. The keys are 65 bytes,
consisting of constant prefix (0x04), followed by two 256-bit integers called x and y (2 * 32 bytes). The prefix of a
compressed key allows for the y value to be derived from the x value.

signature: A number that proves that a signing operation took place. A signature is mathematically generated from a
hash of something to be signed, plus a private key. The signature itself is two numbers known as » and s. With the
public key, a mathematical algorithm can be used on the signature to determine that it was originally produced from
the hash and the private key, without needing to know the private key. Resulting signatures are either 73, 72, or 71
bytes long.

4.6 Graphical User Interface

GUI of our project was developed using the Django web framework. It is a Python-based free and open-sourceweb
framework that follows the model-template-view (MTV) architectural pattern. It is maintained by the Django
Software Foundation (DSF), an American independent organization established as a 501(c)(3) non-profit.

A
<

django:
V. EXPERIMENTAL RESULTS

The project is a web-based application, so, authenticated users will be able to cast vote remotely through their
mobiles and desktops using their credentials.
5.1 The Login Page

The home pageof the applicationas shown in Figure 5(a) consists of the login page. In this page user has to provide
his/her various details consisting of Name, Email-ID, phone number and Adhaar card number. After providing the
necessary details, the user presses the Send OTP button for the verification and authentication purposesas shown in
Figure 5(b) and Figure 5(c).
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Sign In

Name
Mudit Nigam

Email
mingm1998@gmailcom
Phone.
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602239816045
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Figure 5(a) Login Access
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5.2 The Voting Page
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Figure 5(c) OTP submission

The voting page consists of the eligible candidates, and a text boxas shown in Figure 6, in which the user needs to
provide his/her choice, if the private key entered is correct, the vote is counted for the respective candidate.
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Best Leader Voting

Figure 6. Candidate Selection

5.3 The Vote Authentication Page

This part of the application is used to verify the eligibility of the votes and to check the authenticity of the stored
votesas shown in Figure 7(a) and Figure 7(b).
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Figure 7(a). Signature Verification Figure 7(b). Mining of block

5.4 The Logout page:

After the voting process is over, user’s vote is displayed on the screen and the expires as shown in Figure 8(a) and
Figure 8(b)
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Figure 8(a). List of blocks
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VI. CONCLUSION

We have implemented an online voting system which lets a voter vote from a remote location. With the help of
Blockchain we have decentralized the database. Decentralized database will increase the security and transparency
of the data and never allow anyone to make fraudulent changes to it. The system developed is user-friendly and can
be easily used by a naive user with little overhead knowledge. Remote voting helps save resources and allow voters
to vote from anywhere.
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