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1. INTRODUCTION  

In WSN architecture as shown in figure 1, nodes having measurement capability are deployed to measure physical quantities 

such as temperature, voltage, pressure and sound etc.  

 

Figure 1:  WSN’s Architecture 

 

The main aim of WSN is to deliver effectual connection amid physical as well as digital world. Nodes of a WSN are 

controlled through gateway, which administers network functions such as data security, client verification etc. In WSNs, 

sensory nodes collect information from real world surroundings which can be about a physical object or can be about 

occurrence of a certain event in the environment, then utilizes its processing capabilities to perform simple calculations 

locally for transforming it into digital signals which can be further processed, stored and advanced to a computing system 

known as base station. A BS offers an interface amid user as well as internet gateway which gathers measured data from 

every node and transmits it over a wireline link, usually an “Ethernet”, towards a “Host Controller” where software can do 

advanced processing as well as scrutiny and presents data in a mode which meets user requirements [1] [2] [4][5][8][20].  
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2. PROTOCOL ARCHITECTURES 

The protocol stack comprises of five layers namely “Application layer, Transport layer, Network layer, Data link layer, 

Physical layer, as well as three planes namely Power management plane, Mobility management plane, and Task management 

plane” shown in figure 2. The functionalities of the layers are more or less similar to adhoc networks or other wireless 

networks[5] [2] [9] [11].   

 
Figure 2: WSNs Protocol Stack 

 

3. ISSUES 

Maximum sensor networks are solicitation specific and have varied solicitation necessities. Consequently, following prime 

design goals are deliberated in designing of sensor networks like Smaller size of node, Lower cost of node, Lower power 

intake, Expendability, Consistency, Self-configurability, Adaptableness, Link usage, Fault forbearance, Capability to handle 

failures of nodes as well as link failures,  Security, QoS support, Energy-efficiency and robustness to prolong system uptime, 

Self-configuration, ease of deployment of network, Heterogeneity and mobility of nodes, Dynamic network topology, 

Latency-awareness, to gather information of end user as quickly as possible, Relative to application specific nature of sensor 

network and Ability to withstand harsh environmental conditions [1] [15][16][18] [19][ 21][22] [23] [25] [28]. 

 

4. VULNERABILITIES 

For a resourceful as well as unswerving communication in WSNs, the designing mission of a routing protocol necessitates 

additional careful deliberations comparison to other wireless ad-hoc networks which includes network topology, methods of 

data reporting, node as well as linkage heterogeneity, node adaptableness, power efficiency, coverage of area, data 

accumulation, and Quality of Service (QoS) [15] [21] [28] [30]. WSNs are susceptible to countless sorts of attacks such as 

Stealing (reengineering, conceding as well as duplicating),  Restricted capabilities (DoS attacks, restriction in usage of 

encryption tactics),  Arbitrary positioning (hard pre-configuration),Unmanned deployment on unfriendly locations (physical 

access, captured node and node obliteration),Insider attacks, Inappropriate/impracticable customary security methods, Ad-hoc 

centered positioning, Resources dearth, Devices with restricted capabilities, ubiquity (privacy uncertainties), wireless 

(medium) as well as mobility, Untrustworthy communication, Untrustworthy transfer, broadcast nature of links, Encounters, 

multi-hop routing and network congestion as well as node processing, Dormancy, Huge scale (highest density, mountable 

security method necessity), Re-designing security architectures (distributed & self-organized) [3][6][7][10][13][17][21] 

[22][23][25][31]. WSNs are susceptible to numerous attacks primarily owing to its elementary features of broadcasting 

nature of transmission link, unmanned operation after positioning. In a WSN, there are two categories of attacks namely 

“Active attacks as well as Passive attacks”. “Passive attacks” are related to observation and eavesdropping of communication 

link by illegal users. “Active attacks” are related to observation by illegal users who eaves drops and alters data stream in a 

communication link [3][6][7][10][13][17][23].  

 

5. APPLICATIONS 

WSNs have recently emerged as a know-how which has stemmed in a range of solicitations including Military as well as 

Civil environment. WSN are used in various manners such as Imaging of target field, Detecting intrusions, Security and 

Tactical Surveillance, Military surveillance and tracking, Traffic control, Health care monitoring, Medical diagnostics, 

Monitoring weather, Environmental/Earth monitoring, Environmental magnitudes (Temperature, Humidity, Light), Air 
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quality monitoring, Area monitoring, Industrial automation, Civil structural monitoring, Gas & particle concentration, 

Atmospheric monitoring (Atmospheric pressure, Rainfall, Wind direction, UV levels, Wind speed etc.), Air pollution 

monitoring, Rapid Emergency Response, Disaster management, Water catchment & ecosystem monitoring, Interior 

monitoring, Exterior monitoring, Smart Home/ Smart Office, Air traffic control, Process control, Inventory management, 

Industrial and manufacturing automation, Land slide detection and monitoring, Distributed robotics, Remote Sensing in 

Disaster Management,  sensing of fire in Forest area, Natural disaster deterrence, Landslide sensing, Monitoring of quality of 

water, Agriculture, Greenhouse observation, Structural monitoring, Structural Fitness Magnitudes, Environs Conditions, 

Breeze and climate conditions, Traffic and Toxic waste effects, Distributed computing, and Smart home monitoring etc. [1] 

[12] [16] [19] [21] [23]. 

 

6. CONCLUSION 

This paper covers the conceptual view of Wireless Sensor Networks, that the mechanism how sensor nodes are used for 

sensing network by detecting events in the surrounding environment. The head or gateway sensor nodes after gathering 

information from proximate sensors assimilate this information and then send for further processing of user applications. This 

various tasks of WSNs are broadcasting, multicasting, routing, and advancing and path conservation. WSNs are also 

vulnerable to countless sorts of attacks primarily owing to insecure as well as undefended nature of message link, unreliable 

broadcast medium, positioning in unfriendly surroundings, mechanized nature and narrow availability of resources. There are 

many vulnerabilities and attacks on WSNs which are very harmful to the actual use. Still with these characteristics, technical 

issues, attacks and vulnerabilities WSNs have lot of application in real life and growing over time. 
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