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Abstract - In current years, for public advantage data need to be shared. Generally data is collected from distributed
databases for e.g. in case of Health care and researches, data is collected from different providers and gathered in central
network. In health care all information related to patient is present in central network which includes disease details,
corresponding treatment and test details. In this paper, we consider the collaborative data publishing for anonymizing
horizontally partitioned data at multiple data providers. Here, we are trying to come yet with some of the most basic yet
unseen conclusions which will help both the government as well as the individual hospitals to identify the situation of their
city people. By using anonymization technique the data is modified and then released to the public. This process is known
as the privacy preservation data publishing. With the help of trusted third party data insertion of data, we are even
considering “insider attack” and trying to make sure that the patient’s data is safe. This paper addresses this new thread,
and makes several contributions. First, in order to make the patient’s information safe we are anonymizing the data using
generalization and suppression algorithm. Second, displaying the results in the tabular form and graphical user interface
form and Implementing jFreeChart algorithm to display the graphical user interface data in pie chart and bar graph.
Third Inserting the data with the help of a third party who is trusted and no other person will be allowed to access the
data. This is avoid “external” attacks.
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L INTRODUCTION

Most work has focused on a single data provider setting and considered the data recipient as an attacker. A large
body of literature assumes limited background knowledge of the attacker, and defines privacy using relaxed
adversarial notion by considering specific types of attacks. Representative principles include k-anonymity and t-
closeness. A few recent works have modeled the instance level background knowledge as corruption, and studied
perturbation techniques under these syntactic privacy notions.

1.1. Disadvantages of existing system

1. Collaborative data publishing can be considered as a multi-party computation problem, in which multiple
providers wish to compute an anonymized view of their data without disclosing any private and sensitive
information.

2. The problem of inferring information from anonymized data has been widely studied in a single data provider
setting. A data recipient that is an attacker, e.g., P0, attempts to infer additional information about data records using

the published data, T* , and background knowledge, BK.
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IL. PROPOSED SYSTEM

We consider the collaborative data publishing setting with horizontally partitioned data across multiple data
providers, each contributing a subset of records Ti. As a special case, a data provider could be the data owner itself
who is contributing its own records. This is a very common scenario in social networking and recommendation
systems. Our goal is to publish an anonymized view of the integrated data such that a data recipient including the
data providers will not be able to compromise the privacy of the individual records provided by other parties.

2.1. Scope of work

Proposed concept can be used in many applications like hospital management system, many industrial areas where
we like to protect a sensitive data like salary of employee. Pharmaceutical company where sensitive data may be a
combination of ingredients of medicines, in banking sector where sensitive data is account number of customer, this
system can be used. It can be used in military area where data is gathered from different sources and need to secure
that data from each other to maintain privacy.

2.2. Advantages of existing system

Compared to our preliminary version, our new contributions extend above results.

First, we adapt privacy verification and anonymization mechanisms to work for p-privacy with respect to any
privacy constraint, including nonmonotonic ones. We list all necessary privacy checks and prove that no fewer
checks are enough to confirm p-privacy.

Second, we propose to display very easy to understand conclusions in the tabular as well as graphical user interface
form. For all protocols we prove their security, complexity and experimentally confirm their efficiency.

1. ARCHITECTURE

Architecture 1

Hospital |
Hospital 2~ —=—>{ Third party Database
Hospital 3 |

Figure 1. Architectural flow of the project
Architecture 2
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Figure 2. Operations performed on the database

Vol. 6 Issue 4 March 2016 336 ISSN: 2278-621X



International Journal of Latest Trends in Engineering and Technology (IJLTET)

3.1. Flow chart
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Figure 3. Flow chart of the project

IV. MODULES

Start of the Application.
Third party login: Add patient data to system by third party.
Patient’s Registration.
Admin Login.
Tabular Form Display
1) Display data in generalized form.

ii) Display data in suppressed form.
Graphical User Interface Form Display.

i)  Display data using Pie Chart.

ii)  Display data using Bar Graph.

4.1. Modules description

1. Start of the Application

Simply depending upon the requirement the respective module could be selected. There are

basically two modules displayed in the start of the application i.e. Registration and

Collaboration.

Third party login

In the Registration module, the third party have to initially log in to their account, so as to prevent the
access of any other person. Only authorized user can access this application and then he or she can be able

to insert patient details in a database.

. Patient’s Registration.

So authorized user now can enter the patient details such as:

Name e Disease
DOB e Hospital
Age e Area

®,

s Disease

User can select disease name from list of hospital given.
« Hospital

User can select hospital name from list of hospital given.
¢ Area

User can select area name from list of areas given.
< DOB
User needs to enter DOB of patient in the format given only

i.e. DD-MM-YY
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4. Admin Login

In the Collaboration module, initially the admin has to log in. Admin is the only person to have
access to this module. Collaboration module contains all the conclusions and the details of the
patient.

Tabular Form Display

i) Display data in generalized form.

il.
ii.
iv.

Generalization:

In this module we have generalized data in such a way that it falls into some set of ranges.

For ex. Age attribute.

Age attribute can have any numerical value and user can reveal patients data based on his or her age so we have
used a generalization algorithm so that particular age of patient

Falls in range. For Ex. from 10-20 or 30-40 etc.

Generalization Algorithm:

Retrieve Age from database.

Calculate unit place digit from age.

Subtract above result from age this gives starting range of age

Add 10 to starting range to get ending range

Concatenate start age range and end age range to obtain generalization result.

Pseudo Code

Accept age from user

unitplace=age % 10

start = age-unitplace

end = start + 10

Concatenate result of start and end => start + “-” + end

ii) Display data in suppressed form.

il.
ii.
iv.

Suppression:
In this module we have suppressed data in such a way that it does not reveal patient details.
For ex. Name attribute
Name attribute can have any string of characters and user can reveal patients data based on his or her name so
we have used a suppression algorithm so that particular name of patient is presented to administrator in the form
of some characters from patients name and “*’ character appended.
Ex. Name ‘Abhilasha Joshi’
Can be presented to user as ‘Ab*###xsdx ik

Suppression Algorithm

Retrive name from database.

Calculate length of name.

Take first two letters of name to display using substring function.
Append “*’ length-2 times to hide complete name.

Pseudo Code

Accept name from user

name=name.Substring(0,2)

Loop 2 to length of name
name=name+"*”’
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End loop

Marne Age Disease
ja* 20-30 Skin Disease
anT " 20-30 Asthama
smrr 50-60 Cancer
ra* G0-70 TE
paranee 50-60 Cancer
L ok 10-20 Skin Dizease
T ko 30-40 TE
garrrew 20-30 TB
chrrrrwrn 20-30 TE
cd™™ 30-40 Cancer
ghrrreran 20-30 Skin Disease

Figure 4. Generalization and Suppression table

6. Graphical User Interface Form Display.

There are few ways of representation of the conclusions in the GUI format. They are as follows:

1.

hal i

City wise conclusion.

Area wise disease distribution.
Hospital wise disease distribution.
Age group wise distribution.

The first two types have been shown in detail in the following sub points.

i) Display data using Pie Chart.

Using the dummy data, the concept is shown. The above pie chart has Skin disease
count equal to 3, similarly for Cancer, Asthma, and TB its 3, 1 and 4 respectively.

Total result

X

Asthama = 1

Skin Disease = 3 —K/
/

Figure 5. Output image of the total results using some dummy data in the form of pie chart

® Cancer=3 ®TE=4 @ Asthama=1 ¢ Skin Disease=3

ii) Display data using Bar Graph.
Using the dummy data, the concept is shown. The below bar graph has area wise disease distribution.
For instance in Cidco area there are 1 unit of Cancer and Asthma patients. Similarly in Hudco area
there are 2 units of Cancer, in Osmanpura there are 4 units of TB, and in Garkheda there are 3 units of

Skin disease.

Vol. 6 Issue 4 March 2016

339

ISSN: 2278-621X



International Journal of Latest Trends in Engineering and Technology (IJLTET)

B Diseases according to area - =
Distribution of each disease per area

Score
n
o

10
05 I
a.o

Cancer Asthma Skin Disease TB

Category

|l Cidco mHudco w Osmanpura Garkheda|

Figure 6. Output image of the distribution of each disease per area using some dummy data in the form of bar graph

V. CONCLUSION

In this paper, we tried to anonymize the data of the user by using algorithms such as Generalization and
Suppression. Generalization helps to specify the range of age instead of making it particular or fixed. Suppression
helps to hide the name of the patient. Our experiments confirmed that our approach achieves better or comparable
utility than existing algorithms while ensuring privacy efficiently. There are many remaining research questions.
Moreover, the conclusions are pretty easy to understand even for any nomad person. The conclusions are
represented in the form of Pie Chart and Bar Graph. There are various conclusions that we are trying to come up
with. For instance, area wise disease distribution and age wise disease distribution.

Furthermore, it would be also interesting to verify if our methods can be adapted to other kinds of data such as set-
valued data.

5.1. Future scope

Above discussed approaches help to enhance the data privacy and security when data is collected from various
resources and output should be in collaborative style. In future, this system can consider for data, which are
distributed in ad hoc grid computing. Also the system can be considered for set valued data. The consumption of
various protocols can address various data publishing paradigms. The consumption of these protocols can make
collaborative data publishing more effective and enhanced the privacy.
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